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1 Introduction

The security concept of the AIR platform is a combination of different security mechanisms such as
encryption, secure data storage, permission handling and user management.

2 Security of the Platform

2.1 Security Patches

2.1.1  Security Patches: Infrastructure

e Java Runtime: We update the docker image and the container — Minimal downtime
e Tomcat: We update the docker image and the container — Minimal downtime

e Linux: We update the docker image and the container — Minimal downtime

e Database: Cloud-provided service update

2.1.2  Security Patches: Application

Security patches are provided as patch releases of the server platform or of individual plugins.
Because of our plugin environment, we are able to provide patches only for parts (plugins) of the whole
platform.

There is no server downtime If we need to switch plugin versions.

Instead of the whole server, only a single plugin service has to be deactivated to deploy the new plugin
versions.

2.2  Storage Protection

All data of the platform is stored in protected data stores: Operating system in container or database
security.

Configuration and master data is stored in a database which has its own permission and user
administration.

Type Encryption
Database credentials public/private key*
User credentials hash*

Interface credentials public/private key*

* = See details in chapters below.

2.2.1 Cloud Scenario

It is possible to provide database connections at startup of the server by environment so there is no need for
local data store for such connection credentials.

2.2.2 On-Premises Scenario

File system data is protected by operating system access control.
It is recommended to use encrypted disk volumes on operating system level to protect the data against
direct reading of the disk in another computer system.
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3 User Management and Authentication

3.1 User Management

3.1.1 Overview

Server

Permission 1
Permission 2

Tenant 1
I Permission 3

has Access to has Roles
Permission 4
User
@ Permission 5

The server platform provides a user management, which allows the management of multiple users with
different roles and permissions.
Users have an ID, a name and an email address. It is possible to define as many users as needed.

VVV

VV

A user has to be assigned to a tenant to grant basic access to the tenant.
After that you may grant other authorizations using roles, which are collections of permissions.
A user may be assigned to multiple roles. A user without at least one role does not have any permissions.

Users can change their own password as long as they are authenticated, and send the old password with the
change request.

3.1.2 Roles and Permissions

3.1.2.1 Permissions

A permission grants access to a server REST API call which contains the HTTP method (GET, PUT, POST,
DELETE).

The HTTP method determines the access mode: create, read, update and delete access on REST resources.

3.1.2.2 Roles

Roles must be assigned to users to grant them permissions.
Users cannot get permissions directly, they get them via assigned roles.
Roles are business case driven sets of permissions to allow requests.

A user can have many roles. The full set of permissions of a user is the set of all permissions of all roles that
are assigned to a user.

3.1.3 Business Units

Business units separate data for organizational entities (stores, countries, regions) in terms of configuration,
master data and transactional data.

To work with a given business unit, you need to grant the business unit permission to the user. Otherwise the
user is not able to perform any use case on the business unit.
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3.2  Authentication

Authentication against the REST API (and thus for web client login) is done with HTTP digest authentication
(RFC 7616). Every request must be authenticated with a user and password with digest authentication.

The web client uses the credentials to communicate with the server backend REST API.

If the web client requests a REST call against a resource without permission, a server error with HTTP status
401 "Unauthorized" occurs.

3.2.1 Password Policy

3.2.1.1 Passwords Management

Passwords should be strong. There is an indicator (green, yellow, red) for the password strength in the
credentials dialog.

Rules for a strong password are hard-coded:
e Atleast 8 characters

e At least one uppercase character

e At least one digit

e Atleast one special character such as %$7-()

Reset Password X Reset Password X Reset Password X
00000000 0000000 00000
00000000 0000000 00000
(] show password (] show password (] show password
vord Streng vord Strengs d Streng
—

3.2.2 Default User
In both cloud and on-premises scenario, the system creates a default user: admin.
The default administrator is a special user with extended capabilities.

e The requests of the admin user are not checked against permissions, this means that this user has all
permissions on all resources.

e This user could change other user passwords without knowledge of the old one.
e It has access to all tenants by default.
e The admin user cannot be deleted.

Aside from that user, it is possible to create other administrator users with customized access rights. These
administrators do not have the special capabilities of the default administrator.

3.2.2.1 Cloud Scenario

In the cloud environment there is an initial user called: admin.

The initial password for the admin user has to be provided in the container startup (environment variable).

Make sure you pass a strong password for the admin user. If you do not pass a custom password, the
system uses the insecure default password: admin.
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3.2.2.2 On-Premises Scenario

In the on-premises scenario, the default platform creates a default user "admin” with password "admin".

l This password has to be changed immediately after first login!

3.2.3  Security of Storage
We store:
1. Roles, users and credentials

2. Database connection credentials

3.2.3.1 Cloud Scenario

Type of Data Location |Encryption
Roles, users and database |° The password is stored as part of digest authentication with an MD5 one-way hash.
credentials e  All data is stored in an XML blob that is encrypted using AES-192 (GCM)

° XML file

o  Password is stored in XML file using RSA/None/OAEPWITHSHA-
512ANDMGF1PADDING (8192 Bit key)
e  Server private key:
Database connection file o  RSA-Key - 8192 Bit - 2180 Prime-Strength
credentials system o  PKCS8EncodedKeySpec
Server provides a resource for public key to allow REST API users to encrypt the passwords
before sending them to the server.
e  RSA-Key - 8192 Bit - 2*80 Prime-Strength
° Base64-PEM

3.2.3.2 On-Premises Scenario

Type of Data Location |Encryption
Roles, Users and file . . o .
Credentials system e  The password is stored as part of digest authentication with an MD5 one-way hash.

° XML file
o  Password is stored in XML file using RSA/None/OAEPWITHSHA-
512ANDMGF1PADDING (8192 Bit key)
e  Server private key:
Database Connection file o  RSA-Key - 8192 Bit - 2180 Prime-Strength
credentials system o  PKCS8EncodedKeySpec
Server provides a resource for public key to allow REST API users to encrypt the passwords
before sending them to the server.
e  RSA-Key - 8192 Bit - 2*80 Prime-Strength
° Base64-PEM

3.3 Database User Management

The server needs a database connection with credentials to connect to the database.

Please refer to the database user manual on how to create database users. Make sure to use strong
passwords for the database users.
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4 Key Management

Key

Location

Type

Database password public encryption key

client, requested from server via REST

RSA Public Key - 8192 Bit

Database password private decryption key

server

RSA Private Key - 8192 Bit

Configuration encryption key

server

AES-192

5 Administration Users in the Web Client

5.1  Authentication Options

The user management in the web client allows one to:

e List users and roles

e Create users

e Set/change the password
e Assign user to tenant

e Addroles to user

e Createroles

e Add permissions to roles
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Step Path to screen Screens Description

- Contains:
List users and roles Settings — User = e  Add user button
e  Addrole button

Create user account X

psmith

p.smith@company.com

[] customer-Administrator
Create user Settings — Users panel — Add user button [+] t“’“”’“"“““’“"’

] cluster synchronization (default)
[ View Statistc (defaut)

[ dit Master Data (defaut)

(] View Logs (default)

[] Edit Log Settings (default)

] stastop senice afaut)

CANCEL  CREATE

Reset Password X

Set/Change password |Settings — Users — Edit User — Change Password e

Settings — Users panel —View user — Add tenant to . Contains:

Link user to tenant user (+) ’ Add tenant to user button

Add New Role x

Create role Settings — Roles panel — Add role button [+] Cateqory Manager
CANCEL CREATE
Link role to user Settings — Users panel —View user — Add role to user : Contains:
(+) o e  Addrole to user button

Add permissions to "|Contains:
P Settings — Roles panel — View role e  Add permission
roles
checkboxes

6 Network Security

6.1 HTTP/HTTPS

The server runs as web application in an Apache Tomcat which provides the network communication.
There are two options to set up HTTPS:
1. Configure HTTPS in the application's Tomcat server

2. Configure HTTPS in a proxy server
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We recommend option 2. In some cloud environments, this option is pre-configured out of the box or can
be easily configured.

7 Alerting

7.1 Security Alert Stream

Security issues are tracked in the log stream and marked with a special component name and pattern to
filter them in a dashboard.

Tracked issues are:

Type Reason
In case of a request without correct credentials.
Failed authentication e  Non-existent user
e  Wrong password for existing user
Unauthorized access An authenticated user accessed a resource without the necessary permissions.
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